NIC CONFIGURATOR 2013

(Maximizing Network Traffic Flow Between Servers and Desktops through NIC Policies)
(Reduced CPU Utilization)

Requests for payloads (documents, browsing folders, web pages,

email, SQL queries, terminal emulation, etc.) received by servers from
desktops are segmented by the server® operating system.
h
—
% Server NICs are optimized for segmenting payloads sent to
L = desktops (documents, files and folders, web pages, email, SQL
= = queries, terminal emulation, etc.). =
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= 2 Desktop NICs are optimized for segmenting payloads
= = received from servers. Desktop send requests are =
segmented by the desktop operating system.
___________________________________ »
All Servers NIC Policy All Desktops NIC Policy
NIC Policy Contents: NIC Policy Contents:
ARP Offload: Enabled ARP Offload: Enabled
Energy Efficient Ethernet: Disabled Energy Efficient Ethernet: Enabled
Green Ethernet: Disabled Green Ethernet: Enabled
NS Offload: Enabled NS Offload: Enabled
Flow Control: Enabled Flow Control: Enabled
Interrupt Moderation: Enabled Interrupt Moderation: Enabled
IPv4 Checksum Offload: TxEnabled IPv4 Checksum Offload: RxEnabled
Large Send Offload v2 (IPv4): Enabled Large Send Offload v2 (IPv4): Disabled
Large Send Offload v2 (IPv6): Enabled Large Send Offload v2 (IPv6): Disabled
Priority & VLAN: Priority & VLAN Enabled Priority & VLAN: Priority & VLAN Enabled
Receive Side Scaling: Enabled Receive Side Scaling: Enabled
Shutdown Wake-On-Lan: Disabled Shutdown Wake-On-Lan: Enabled
Speed and Duplex: Auto Negotiation Speed and Duplex: Auto Negotiation
TCP Checksum Offload (IPv4): TxEnabled TCP Checksum Offload (IPv4): RxEnabled
TCP Checksum Offload (IPv6): TxEnabled TCP Checksum Offload (IPv6): RxEnabled
UDP Checksum Offload (IPv4): TxEnabled UDP Checksum Offload (IPv4): RxEnabled
UDP Checksum Offload (IPv6): TxEnabled UDP Checksum Offload (IPv6): RxEnabled
Wake on Magic Packet: Disabled Wake on Magic Packet: Enabled
Wake on pattern match: Disabled Wake on pattern match: Enabled
WOL & Shutdown Link Speed: 100 Mbps First WOL & Shutdown Link Speed: 100 Mbps First

NOTE: Increasing receive and transmit buffers by NIC manufacturer specifications would maximize performance even further.
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NIC Configurator 2013 Installation & Usage

Installation

To install NIC Configurator 2013, simply login to your computer as a domain administrator and then run
the setup.exe program that you downloaded or run setup.exe from the CD you purchased.

When prompted, type in your serial key and control number that came with your CD purchase. These
codes were also sent to you via e-mail after your online purchase. If you're installing the trial version,
the following will be automatically listed.
Simply click next to continue the install.

MY TEK SUPPORT, INC. | NIC Confi..| = | o IS
Follow the instructions on-screen while

S LG [NICConfigurator2013-TrialVersion the installation program installs into your

o default system pr.ograms directory. The
setup program will install a NIC
Configurator 2013 icon on your desktop
<t toward the end of installation.

Before using NIC Configurator 2013,
please follow the instructions below to allow NIC Configurator 2013 to find computers on your domains
and to allow you to request NIC Configurator 2013 to change network adapter settings on computers
you select in NIC Configurator 2013 menu boxes.

To begin, modify the Startup Type to Automatic for the Remote Registry service, enable Remote
Administration service, and allow ICMP exceptions. This should be done for all computers by modifying
Active Directory Group Policy at the domain organizational level. The following are instructions on how
to perform this task on a Windows Server 2012, Windows Server 2008, and Windows Server 2003
domain.

Instructions for Windows Server 2012 / 20G®mains(Group Policy Management Editor)

1. In Group Policy Management, expand the following: Forest container > Domains container
> Group Policy Objects container
2./ NBFGS | ySg 3ANRdzL) LRt AOe 206028004 OFftSR ablL/
3. Edit the NIC Configurator 2013 group policy object and expand the following: Computer
Configuration > Policies > Windows Settings > Security Settings
4. Select the System Services folder
5. Inthe right window pane double click Remote Registand put a check in the éDefine this
policy settingsé checkbox
6. Select Automatic for the startup mode and click OK
7. Expand the following: Computer Configuration > Administrative Templates > Network >
Network Connections > Windows Firewall
8. Select Domain Profile
9. In the right window pane, underneath Setting, double-Of A O] G2 Ay R264a4 CANBGI €
inboundNBY2(0S | RYAYAAGNI GA2y SEOSLIiA2YE



10.

11.
12.
13.
14.

15.

Click the enable button and insidethea ! £ t 2 6 dzya2f AOAGSR Ay O2YAy3a Y
enter the IP Address of the computer where NIC Configurator 2013 has been installed.

Click OK and then double-Of A O] G2 Ay R¥6AftCRMB AV at SEOSLIIAZ2Y 3
Click "Enabled" and then make sure the "Allow inbound echo request™ checkbox is checked

Click OK and then exit out of the Group Policy Management Editor

Link the NIC Configurator 2013 group policy object to the domain or to the appropriate

organizational unit and enable the policy

Exit out of Group Policy Management

Even though Group Policy has been configured to set the Remote Registry service for your domain
computers to Automatic, some computers affected by this change may not have those services started
until they have been rebooted.

Instructions forWindows Server 2008omains

IS A A

0.

10.

11.

12.

13.
14.

In Active Directory Users and Computers, right click on a domain and click properties

Click the Group Policy tab

Edit the default Group Policy Object

Expand the following: Computer Configuration > Windows Settings > Security Settings

Select the System Services folder

In the right window pane double click Remote Registandpdzi I OKSO1 Ay (GKS a!
L2t A0Oe aSiday3aé OKSO|lo02E

Select Automatic for the startup mode and click OK

Expand the following: Computer Configuration > Administrative Templates > Network >

Network Connections > Windows Firewall

Select Domain Profile

In the right window pane, underneath Setting, double-Of A O] G2 Ay RBwW A CANBGI €
NEY23S FRYAYA&AGNI GA2Yy SEOSLIIAZ2YE

/| tA01 GKS SylofS odzid2y FYyR AyaARS GKS a!ff2
enter the IP Address of the computer where NIC Configurator 2013 has been installed.

Click OK and then double-Of A O1 @G 2S\yFR26Ya IGANIG L/ at SEOSLIIA 2
Click "Enabled" and then make sure the "Allow inbound echo request" checkbox is checked

Click OK and then exit out of the Group Policy Object Editor

Even though Group Policy has been configured to set the Remote Registry service for your domain
computers to Automatic, some computers affected by this change may not have those services started
until they have been rebooted.
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Using NIC Configurator 2013

When using NIC Configurator 2013, login to your computer as domain\administrator or login as a user
with domain admin rights for the local domain.

U Exampley C2 NJ ( KS ¢ RgnYdyauyconputed 483 VEGAS\Administrator, and then
run the NIC Configurator 2013 program icon on your desktop.

The Opening Menu Dialog Box

Optionally, type your Domain Name, Organizational Unit, or Computer Group in the format as listed in
the example below:

U Domain MYTEKSUPPORT.COM
Filter by Operating System U Organizational Unit Corporate/Servers

Pty Pt ezt name _ U Computer Group NC2013 Computers
NIC Configurator 2013 works across firewalls,

[ DownloadUpdates | multiple domains, and multiple forests, as long

as the appropriate trusts and permissions are in

For a list of computers, type a domain name,

organizational unit, or computer group in the place, and your firewall ports are configured as
boxes below or simply click Next. . . . .
displayed in this documentation.
SELETNEL EH MY TEKSUPPORT.COM To display a smaller group of computers or a
Organizational Unit |t e single computer, type the first few characters of
o] 51 AeT 1M [NC2013 Computers the computer name or the full computer name in

the host name filter box. For example, to display
only active directory computers that begin with

m the letters "chi", such as "chi-mx-01" and "chi-
dba-01", type "chi" in this box and then click
Next.

Select the dropdown for a list of Windows operating systems to choose from. Filtering by Operating
System will only display computers hosting the selected Windows operating system.

To only list members of a particular computer group, fill in the Domain Name entry box, clear the
Organizational Unit entry box and type a group name in the Computer Group box, and then click Next.

To only list members of a computer group that reside within a specific Organizational Unit, fill in the
Organizational Unit and the Computer Group name entry boxes.
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Advanced Ethernet Adapter Settings Dialog Box

This area allows you to select your active directory computers from the list provided and then maximize
values for each Ethernet adapter performance setting (jumbo packet, speed & duplex, flow control,
checksum offload, etc.) in the dialog box on-screen. Save your settings as a policy by clicking Save NIC
Policy. NIC policy settings can be applied to the Ethernet adapters in your selected computers.

You may have, for example, saved policy settings for laptops, another for servers, and another for
desktops, which allows best network performance for these groups of computers.

Advanced Ethemet Adapter Settings

Select Computers: 159 Select Property (optional)

ATLANTAO1 Jumbo Packet

ATLANTAO2 Select Val "
ATLANTAO3 & . ; elect Value (optional):

ATLANTAO4 i 19014 Bytes |

ATLANTAO5
ATLANTAO6
ATLANTAO7
ATLANTAOS
ATLANTAOS
ATLANTA10

Fiter by brand:

Domain Administrator

Password

Import NIC Policy

MYTEKSUPPORT
Save NIC Policy

H Only show non-compliant adapters
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Click the Import NIC Policy button on the Advanced Ethernet Adapter Settings dialog box shown above
to view your previously saved NIC policies as shown here. You can save multiple NIC policy performance
settings for groups of computers such as laptops, servers, or desktops.

All Servers Plus Jumbo Packet 5014
All Servers Plus Jumbo Packet 9216
All Servers, INTEL

Disable Offloads. 1 Gb Full Duplex

Disable Offloads. 100 Mb Full Duplex
Disable Offloads. Auto Negotiation

Ideally, you would create computer groups in
Active Directory and add the appropriate computer
members. This would allow you to use NIC
Configurator 2013 to query a specific group of
Active Directory computers. Once your computers
are listed on the Advanced Ethernet Adapter
Settings dialog box, you can import a previously
saved NIC Policy towards those computers as
shown here.

For example, you could apply NIC Configurator
2013's "All Servers" policy to servers and apply the
"All Desktops" policy to desktops. These two
policies work together to maximize handling
network traffic loads between servers and
desktops. You could also tweak transmit and
receive buffers by NIC brand for best performance.

Once you select a NIC policy from the dropdown,

the NIC policy contents are displayed (as shown below) and you have options to import the policy or to

remove the policy. More filtering allows you to only
show network interface cards from specific

manufacturers (e.g., Intel, Broadcom, HP, Realtek, etc.).
Click the dropdown on the Advanced Ethernet Adapter

Settings dialog box for a list of manufacturers.

Click the "Only show non-compliant adapters" checkbox
filter if you only want to display computers that are not
compliant with the NIC policy values you've added. For
example, if the imported NIC policy has Speed & Duplex
set to "Auto Negotiation™ and this box is checked, when
you click Next, NIC Configurator 2013 will only display

computers in your selection thatarenota S U
bSI2GAF A2y ¢ X

selected computers for compliance.

0Kdzaz Of SI N
compliant with the imported NIC Policy. You can then
use NIC Configurator 2013 to automatically adjust NICs in

Select a NIC policy to import:

2 al
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Current Ethernet Adapter Settings Dialog Box

Current Ethemet Adapter Settings
Computers (nics)

ARP Offload

Auto Disable Gigabtt
Eneray Eficent Bthemet
Green Bthemet

NS Offioad

Flow Control

Interrupt Moderation
IPv4 Checksum Offioad

(Ethernet)
GOLD (Ethemet 2) Large Send Offioad v2 (IPv4)

Large Send Offiocad v2 (IPv6)
Network Address
Priorty VLAN: Priorty & VLAN Disabled
Receive Buffers: 512
Receive Side Scalina: N/A
Shutdown Wake-On-Lan: Enabled
Speed and Duplex: Auto Negotiation
TCP Checksum Offload (IPv4). Disabled
TCP Checksum Offload (IPv6). Disabled
Transmit Buffers: 128
UDP Checksum Offload (IPv4). Disabled
UDP Checksum Offioad (IPv6). Disabled
Wake on Magic Packet: Enabled
Wake on pattem match: Enabled
WOL & Shutdown Link Speed: 10 Mbps First

GOLD (Ethemet_2) m
| Concel |

This dialog box displays your requested active directory computers with their associated network
adapter names. In the picture above, the selected computer named "GOLD" has two network adapters
named "Ethernet” and "Ethernet_2". This means you can identify individual network adapters in
computers with multiple adapters, for changing or displaying NIC property values. Network adapter
"Ethernet_2" has been selected for GOLD and the NIC Values button has been clicked, which then shows
the current property values for GOLD (Ethernet_2). Notice by the NIC Values button in the picture, it
shows the computer name and network adapter name for the displayed property values.

View/Save Report

Select multiple computer NICs and then click the View/Save Report button to have NIC Configurator
2013 generate a report of the current network adapter settings. Saved reports include the
manufacturer of each Ethernet adapter selected and can be saved in Microsoft Excel.
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Apply Ethernet Adapter Settings Dialog Box

, <
ST s besowito modly Apply Ethemet Adapter Settings

BEAUTIFUL (Ethemet)

BEAUTIFUL (Ethemnet_2)

BELT (Belt_Eth_01)

BELT (Belt_Eth_02)

BELT (Belt_Eth_03)

BOSS (Local_Area_Connection_2)

BOSS (Tony_NIC_Adapter)

CHI-WORK-01 (Local_Area_Connection_2) : Disabled

DESI (Tony_NIC_01) Large Send Offioad v2 (IPv4): Disabled
GOLD (Ethemet) Large Send Offload v2 (IPv6): Disabled
GOLD (Ethemet_2) Speed and Duplex: Auto Negotiation
LV-DHCP-01 (Local_Area_Connection) TCP Checksum Offload (IPv4): Disabled
MIA-FS-01 (Local_Area_Connection) TCP Checksum Offload (IPVGT w
MOON (Local_Area_Connection) UDP Checksum Offload (IPv4): M'Od
RA (Local_Area_Connection) UDP Checksum Offload (IPv6): Disabled
SUCCESS (Ethemet_01)

SUCCESS (Ethemet_02)

VENUS (Local_Area_Connection)

WOOD (Ethemet)

WOOD (Ethemet 2)

Click the "Apply Settings’ button below to modfy selected
ethemet adapters with the following changes

Delay NIC resets by

As the above picture shows, you can select network adapters to modify and then click the "Apply
Settings" button to have NIC Configurator 2013 modify the selected Ethernet adapters with the
configuration changes displayed.

The dDelay NIC resets by¢ dropdown box allows scheduling network adapter resets up to 23.5 hours.
The dropdown box also allows scheduling NIC resets within 5 minutes after modifications are made by
selecting "Reset Immediately”. When you click the Apply Settings button, NIC Configurator 2013
automatically modifies the network adapter selections with your configurations; although your NIC
modifications will not be activated until the NIC reset occurs.

The NIC reset process automatically starts within five minutes after the "Delay NIC reset by" time has
elapsed for each NIC modification. The NIC reset process will disable and re-enable each selected
network adapter. If the "Delay NIC reset by" dropdown has no selection, your NIC modifications will not
be activated until a NIC reset occurs manually or until the computer of the selected NIC is restarted.

@ Task Scheduler (Local)

. Name Status  Triggers Last Run Time Author Created
i+ [ Task Scheduler Library

(® MyTekSupport_NC2013_Local_Area_Connection_2 01 Ready At8:45AM on9/12/2014 9/12/2014 8:44:50 AM tony.clegg ~ 9/12/2014 7:10:30 AM
(5 MyTekSupport_NC2013_Local_Area_Connection_2 02 Ready At8:46 AM on9/12/2014 9/12/2014 8:46:00 AM tony.clegg ~ 9/12/2014 7:10:30 AM
(5 MyTekSupport_NC2013_Local_Area_Connection_2_03 Ready At8:47 AM on9/12/2014 9/12/2014 8:47:00 AM tony.clegg ~ 9/12/2014 7:10:30 AM
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As noted in the graphic above, NIC Configurator 2013 places three entries in Task Scheduler for each
network adapter on computers where a network adapter reset has been requested. These tasks run
once, in order to reset the modified network adapter.

LAST RUN TIME

1221572014 21300 AM
1271572014 214,00 AM
12/15/2014 21500 AM
121572014 21300 AM
12/15/2014 21400 AM
12/15/2014 21500 AM

Task Namo End Codes 01 - Disable Network Adapter
(2 - Enable Network Adaptes
03 - Enable Network Adapter

As in the above graphic, you can use Schedule Verifier 2013 to verify that each computer has been
scheduled for a reset. Schedule Verifier 2013 is additional software that you get as part of NIC
Configurator 2013. Schedule Verifier 2013 lists Computer Names, Scheduled Tasks, Next Run Time, Last
Run Time, Last Run Result, and Author of each NIC Configurator 2013 scheduled task running on
computers you select. Scheduler Verifier 2013 also allows removing any of the listed scheduled tasks, in
case you need to stop any of the network adapters from resetting on a computer at the run time listed.

Each Task Name has a code on the end of the name that determines the task action. The tasks codes
are listed on the bottom of the graphic above as follows:

Task Name End Code 01- Disable Ntwork Adapter
02 - Enable Network Adapter
03 - Enable Network Adapter
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Reports can be automatically exported into Microsoft Excel, as the graphic below shows. Simply
highlight the table rows in Schedule Verifier 2013 that you wish to export to Microsoft Excel, click the
Save button (displayed above), and then select Microsoft Excel. Those selected rows will be exported
out of the Schedule Verifier 2013 Report and into a Microsoftt Excel spreadsheet (as shown below).

NIC Configurator 2013 Scheduled Tasks Report

nsm C ; ) SUCCESS t
Bam
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Finished Applying Ethernet Adapter Settings Dialog Box

Finished Applying Ethemet Adapter Settings

Modfications Requested:

I.agoSdeﬂoadeﬂPvO:Eﬂ:led
Large Send Offload v2 (IPv6): Enabled
Priority & VLAN: Priority & VLAN Enabled
Reeelve&deSeﬁlg Enabled
Disabled

Shutdown Wake-On-Lan:
Speed and Duplex: Auto Negotiation
TCP Checksum Offload (IPv4): TxEnabled
TCP Checksum Offload (IPv6): TxEnabled
uwandmomougwmaw

. Disabled
mt&muk&ned 100 Mbps First

The final page shows configuration changes that were made to the selected computers and gives you
some additional pushbutton options. These options shown in the above picture are for the following:

U / £t A01 GKS a/{ idapplya NG BOIByNGvards atmithierydup of computers.

u / tA01 GUKS ablL/

i

i

2013Q a

remove scheduled tasks.

/| £t A01 GKS a&ac¢SEQ
adapters during your current session.

A A

wSasSia¢

wS L2 NI €

odziiz2y

odzi G2y

G2 OASE 2NJ

(i reade@n&wiork |

You can also click the Excel Report button to export the data generated from NIC Configurator
¢ S Eifito anvicitaidfiNEkicel spreadsheet.
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NIC Configurator 2013 Reports

New Ethernet Adapter Settings Report

Network adapters will not be scheduled for reset if none of the NIC properties you selected to modify are available for
use on that network adapter. For example, if you select to modify only the Auto Disable Gigabit property on a computer
that has a 10/100 NIC installed, this NIC will not be scheduled for a reset because that NIC property is not available on
the 10/100 network adapter, therefore no changes were made.

COMPUTER (NIC):

NIC Reset Date/Time:

ARP Offload:

Auto Disable Gigabit:
Energy Efficient Echernet:
Green Ethernet:

Offload:

Flow Control:

Interrupt Moderation:

IPv4 Checksum Offload:

Large Send Offload v2 (IPv4):
Large Send Offload v2 (IPv6):
Retwork Address:

Priority VLAN:

Receive Buffers:

Receive Side Scailing:
Shutdown Wake-On-Lan:

Speed and Duplex:

TICP Checksum Offload (IPv4):
TCP Checksum Offlcad (IPv6):
Transmit Buffers:

UDP Checksum Offload (IPv4):
UDP Checksum Offload (IPvé):
Wake on Magic Packet:

Wake on pattern match:

WOL & Shutdown Link Speed:
Driver Name:

BEAUTIFUL (Ethernet)
11/24/2014 9:47 M
Enabled

N/A

N/A

N/A

Enabled

Rx & Tx Enabled
Enabled

TxEnabled

Enabled

Enabled

N/

Priority & VLAN Enabled
512

N/A

Disabled

Auto Negotiation
TxEnabled

TxEnabled

12e

TxEnabled

TxEnabled

Disabled

Disabled

100 Mbps First
Realtek PCIe GBE Family Controller

At the top of the report above, "BEAUTIFUL" is the computer's name and "(Ethernet)" is the computer’s
first network adapter name as listed in the computer's Network Connections section. The NIC Reset
Date and Time is also shown for modified network adapters scheduled for a NIC Reset. Underneath
each computer and network adapter name, performance settings are listed.

Reports g A f
Settings Report.txt¢ @
52 0dzySyiasé

0 S Or@gimakBthdret IAdapted Settings Report.txté
¢tKSaS R2O0dzy S¥ licia %S {f { dxlSLIZ IO (BRE RYNIGH
F2f RSN

I New Ethiernet Adapter

"Original Ethernet Adapter Settings Report.txt" is a listing of the previous network adapter settings for
the selected computers before using NIC Configurator 2013 to change and standardize the settings.

"New Ethernet Adapter Settings Report.txt" is a listing of the new network adapter settings for the
selected computers after using NIC Configurator 2013 to standardize and change the current network

adapter settings.

If you wish to keep these files, you need to rename them before saving another report with NIC

Configurator 2013. NIC Configurator 20132 @S NB NA (i S &

iKSaS R2 Odzrginali a
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Ethernet Adapter Settings Report.txté I e Ethiernet Adapter Settings Report.txté R 2 QORAEIS
time you use the View/Save Report function in NIC Configurator 2013.

Firewall Service Ports

If there is a firewall between NIC Configurator 2013 and the computers managed by NIC Configurator
2013, the below ports must be opened on the firewall. NIC Configurator 2013 uses the below service
ports to connect to computers in your network.

SOURCE DESTINATION PORT | PROTOCO
53 UDP

DNS Server

DNS Server 53 TCP

Domain Controller 88 TCP

NIC Domain Controller 123 UDP
Configurator Domain Controller 135 TCP
2013 Domain Controller 389 UDP
Console Doma!n Controller 389 TCP
Domain Controller 445 TCP

Domain Controller 1025 TCP

NIC Configurator 2013 Clients 135 TCP

NIC Configurator 2013 Clients 445 TCP

Subnet Broadcast Address 137 UDP

NIC Configurator 2013 Updates

PLWIRFGSa F2NJbL/ [/ 2yFAIdz2NI G§2N) Hamo | NB | @LAfrofS @
Simply click this button and then allow the following:

For the Purchased version, allow the following to run:
http://www.myteksupport.com/nicconfigurator/ncl3updates.exe
For the Trial version, allow the following to run:

http://www.myteksupport.com/nicconfigurator/Setup.exe

Comments and Feedback

Please send all comments and feedback to the following email address: support@myteksupport.com
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Operating Systems

NIC Configurator 2013 can be installed on and can change network adapter settings on computers using
the following operating systems:

c:

Windows Server 2012, Windows Server 2008, Windows Server 2003, Windows Server 2000,
Windows 7, Windows Vista, and Windows XP.

Install NIC Configurator 2013 on a 64-bit computer to query, display, and modify network
adapter settings on 64-bit and 32-bit computers in your domains.

Install NIC Configurator 2013 on 32-bit computers to query, display, and modify network
adapter settings ONLY on 32-bit computers in your domains.

c:

c:

CanDisplay and Modify Ethernet Adapters,
ScheduleEthernet AdapterResetsand

Verify and Remove ScheduteTasls on the Below Clients
Windows  Windows

Windows Server Server
Server 2012 2008 2003 Windows 7 Windows XP
Windows Server 2012 Yes Yes Yes Yes =
Windows Server 2008 Yes Yes Yes Yes =
Windows Server 2003 - - Yes - Yes
Windows 7 Yes Yes Yes Yes =
Windows Vista Yes Yes Yes Yes =
Windows XP - - Yes - Yes

This product is for Windows enterprise environments where computers are part of an Active Directory
forest/domain. NIC Configurator 2013 will only work on computers that are part of a Windows Active
Directory domain.
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